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Huntzinger Cyber Security Services

Prevention, Business Confinuity and Remediation

Assess Your Organizafion’s Vulnerabilities Precisely and Accurately
The increasing number of computer virus, malware and ransomware attacks on healthcare organizations is forcing
executives to reevaluate their information security strategies. Trends indicate that healthcare organizations are
particularly at risk, due to the industry’s historic underinvestment in information security, the comparatively high
“black market” value and exploitation risks of stolen health-care data, and the fact that most organizations lack a
clear understanding of their vulnerabilities.

Huntzinger’s Cyber Security Offerings

Huntzinger is focused solely on the healthcare provider marketplace, and our Cyber Security Services focus on the
key elements of the NIST Cyber Security Framework of “Identify, Protect, Defend, Respond and Recover” that are
most relevant to healthcare missions and business challenges. We'll develop a comprehensive, yet actionable,
roadmap that will guide your Cyber Security Strategy. We also offer customized solutions specific to a focus area,
such as ransomware defense and readiness, as part of a full spectrum of Cyber Security service offerings that

include:

Cyber Security

Assessment

Establishes a baseline for
the organization’s
information security
environment using
elements of the NIST Cyber
Security Framework.
Periodic reassessments
evaluate progress and
improvements.

Security Programs &

Policy Development

Improves the design of
security program and
associated management
framework inclusive of
policies, governance,
technical remediation,
education and program
stability over time.
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Security Program

Effectiveness

Test elements of your
security program to
evaluate effectiveness
through services such as
penetration testing,
recurring vulnerability
scanning, hardening
assessment, social engineer
testing, and policy
compliance.

Managed Security

Services

Through our partner you
have access to continuous
monitoring and expert
analysis via remote
operations centers to
detect and respond to
threats and vulnerabilities.
Mitigation, prevention, and
response assistance protect
your critical assets and
data.

Security Architecture

Assessment

Delivers a “deep-dive”
technical assessment that
focuses on the
infrastructure to assess
the security tools,
systems, and technology
controls within the
environment.

HIPAA/HiTech

Compliance
Assessment

Review current HIPAA and
HiTech policies, identify
gaps or vulnerabilities and
develop a remediation
plan.

Incident Response and

Business Continuity

Develop and “road-test”
incident response plans.
Develop and assess
business continuity and
disaster recovery plans
given the realities of long
potential outages or
malicious cyber attacks.

Employee and Vendor

Engagement

Security awareness training
and testing, simulated
phishing, vendor security
reviews and management,
evaluating third-party
security controls, and
vendor HIPAA compliance
reviews.
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Huntzinger Cyber Security Services
Huntzinger offers a full spectrum of advanced Cyber Security capabilities that include the following featured offerings:

Cyber Security Assessment - Your First Step Toward Reducing Vulnerabilities

Huntzinger’'s Cyber Security Assessment creates a baseline to evaluate an organization’s vulnerabilities and the overall maturity
of its security program. Focusing on key elements of the NIST Cyber Security Framework, Huntzinger conducts an assessment of
an organization’s Security environment that includes, but is not limited to:

High-level governance, policies and related documentation

Staff onboarding and exit procedures, awareness training, and policy adherence

System access control, vulnerability patching and backup procedurese Infrastructure, network, mobile device, firewall
and perimeter security

Application development and third-party/cloud application provider security practices

Email protection, data transmission security, and data loss prevention

Threat monitoring capabilities, incident response planning and protocols

Huntzinger also provides a phased actionable roadmap segmented in 90-day, 180-day and 180-day-plus intervals.

Customized Ransomware Threat Assessment
Optional services include customized solution offerings such as ransomware threat assessments:

Advanced-threat end-point hardening assessment inclusive of testing and evaluation of hardening standards against
known ransomware attacks.

Test simulated malware, determining if controls can prevent it from executing, and determining if common
command-and-control vectors may be available.

Ransomware/malware-focused security architecture assessment, including technical architecture review of
perimeter, workstation, and laptop/mobile security standards and controls.

Social engineering awareness and susceptibility assessment. Includes email phishing testing, as well as evaluating the
development and use of end-user awareness training materials.

Detection and evaluation of known vulnerabilities, ineffective patch management practices, and other related
systemic gaps in the client environment that are vulnerable to ransomware
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on your behalf.
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